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**** START OF CHANGES ****
[bookmark: _Toc505941425][bookmark: _Toc508290098]6.1.3.2.0	5G AKA
5G AKA enhances EPS AKA [10] by providing the home network with proof of successful authentication of the UE from the visited network. The proof is sent by the visited network in an Authentication Confirmation message. 
5G AKA is applied within the 5G authentication framework whenever the UDM/ARPF has received a Nudm_UEAuthentication_Get Request message from the AUSF, and chosen 5G AKA as the authentication method, cf. sub-clause 6.1.2 of the present document. 
NOTE 1:	5G AKA does not support requesting multiple AVs, neither the SEAF pre-fetching AVs from the home network for future use.
In 5G AKA there are two types of authentication vectors, namely the following:
-	5G HE AV: the 5G Home Environment Authentication Vector is the type of authentication vector(s) that is received by the AUSF from the UDM/ARPF in the Auth-info Resp. The 5G HE AV has the following fields: RAND, AUTN, XRES*, and KAUSF.
-	5G AV: the 5G Authentication Vector is the type of authentication vector that the SEAF receives from the AUSF in the 5G-AIA message. The 5G AV has the following fields: RAND, AUTN, HXRES*, and KSEAF. The difference between the 5G HE AV and the 5G AV is that the XRES* and the KAUSF in the 5G HE AV is replaced by the HXRES* and the KSEAF in the 5G AV.


Figure 6.1.3.2-1: Authentication procedure for 5G AKA
The authentication procedure for 5G AKA works as follows, cf. also Figure 6.1.3.2-1:
0.	The AUSF shall sentd a Nudm_UEAuthentication_Get Request message to the UDM/ARPF, if SUCI was included in the Nudm_UEAuthentication_Get Request, UDM/SIDF shall deconceal the SUPI and then chose 5G-AKA as authentication method for the SUPI as described in Clause 6.1.2.
1.	For each Nudm_Authenticate_Get Request,  the UDM/ARPF shall create a 5G HE AV. The UDM/ARPF does this by generating an AV with the Authentication Management Field (AMF) separation bit set to "1"as defined in TS 33.102 [9], The UDM/ARPF shall then derive KAUSF as per Annex A.2, and XRES* as per Annex A.4. Finally, creating the UDM/ARPF shall create a 5G HE AV from RAND, AUTN, XRES*, and KAUSF.
2.	The UDM/ARPF shall then return the 5G HE AV to the AUSF together with an indication that the 5G HE AV is to be used for 5G-AKA in a Nudm_UEAuthentication_Get Response. In case SUCI was included in the Nudm_UEAuthentication_Get Request, UDM will include the SUPI in the Nudm_UEAuthentication_Get Response.. 
3.	The AUSF may store the XRES* temporarily until it expires. The AUSF may store the KAUSF.
4.	The AUSF shall then generate the 5G AV from the 5G HE AV received from the UDM/ARPF by computing the HXRES* from XRES* according to Normative Annex A.5 5 and KSEAF from KAUSF according to Annex A.6, and replacing the XRES* with the HXRES* and KAUSF with KSEAF in the 5G HE AV.
Editor's Note: It is FFS whether HXRES* should be computed in the ARPF.
5.	The AUSF shall then return the 5G AV (RAND, AUTN, HXRES*, KSEAF) to the SEAF in a Nausf_UEAuthentication_Authenticate Response. 
6.	The SEAF shall send RAND, AUTN to the UE in a NAS message Auth-Req. This message shall also include the ngKSI that will be used by the UE and AMF to identify the KAMF and the partial native security context that is created if the authentication is successful. The ME shall forward the RAND and AUTN received in NAS message Auth-Req to the USIM.
7.	At receipt of the RAND and AUTN, the USIM shall verify the freshness of the authentication vector by checking whether AUTN can be accepted as described in TS 33.102[4]. If so, the USIM computes a response RES. The USIM shall return RES, CK, IK to the ME. If the USIM computes a Kc (i.e. GPRS Kc) from CK and IK using conversion function c3 as described in TS 33.102 [4], and sends it to the ME, then the ME shall ignore such GPRS Kc and not store the GPRS Kc on USIM or in ME. The ME then shall compute RES* from RES according to Annex A.4. The UE shall calculate KSEAF from KAUSF according to clause A.6.
8.	An ME accessing 5G shall check during authentication that the "separation bit" in the AMF field of AUTN is set to 1. The "separation bit" is bit 0 of the AMF field of AUTN.
NOTE:	This separation bit in the AMF field of AUTN can not be used anymore for operator specific purposes as described by TS 33.102 [9], Annex F.
The UE shall return RES* to the SEAF in a NAS message Auth-Resp. 
9.	The SEAF shall then compute HRES* from RES* according to Annex A, and the SEAF shall compare HRES* and HXRES*. If they coincide, the SEAF shall consider the authentication successful. If not, the SEAF proceed as described in sub-clause 6.1.3.2.2. If the UE is not reached, and the RES* is never received by the SEAF, the SEAF shall consider authentication as failed, and indicate a failure to the AUSF. 
10.	The SEAF shall send RES*, as received from the UE, in a Nausf_UEAuthentication_Authenticate Request message (containing the SUPI or SUCI and the serving network name) to the AUSF.
11.	When the AUSF receives the Nausf_UEAuthentication_Authenticate Request message including a RES* it may verify whether the AV has expired. If the AV has expired the AUSF may consider the confirmation unsuccessful. AUSF shall compare the received RES* with the stored XRES*. If the RES* and XRES* are equal, the AUSF shall consider the confirmation message as successfully verified. 
12.	The AUSF shall indicate to the SEAF in the Nausf_UEAuthentication_Authenticate Response whether the confirmation was successful or not. In case the AUSF received a SUCI from the SEAF when the authentication was initiated (see subclause 6.1.2 of the present document), and if the confirmation was successful, then the AUSF shall also include the SUPI in 5G-ACA. 
If the authentication was successful, the key KSEAF received in 5G AV shall become the anchor key in the sense of the key hierarchy in sub-clause 6.2 of the present document. Then the SEAF shall derive the KAMF from the KSEAF and the SUPI according to Annex A.7, and shall provide the ngKSI and the KAMF to the AMF.
If a SUCI was used for this authentication, then the SEAF shall only provide ngKSI and KAMF to the AMF after it receives the Nausf_UEAuthentication_Authenticate Response 5G-ACA message containing SUPI; no communication services will be provided to the UE until the SUPI is known to the serving network.
The further steps taken by the AUSF upon receiving a successfully verified confirmation message are described in sub-clause 6.1.4 of the present document. 

**** NEXT CHANGE ****
[bookmark: _Toc508885247]6.3	Security contexts
[bookmark: _Toc508885248]6.3.1	Distribution of security contexts 
[bookmark: _Toc508885249]6.3.1.1	General
The present clause focuses on the security contexts themselves; the handling of security contexts in mobility procedures is described in clause 6.5. 
[bookmark: _Toc508885250]6.3.1.2	Distribution of subscriber identities and security data within one 5G serving network domain
The transmission of the following subscriber identities and security data is permitted between 5G core network entities of the same serving network domain: 
-	SUPI in the clear
-	5G security contexts, as described in clause 6.5
-	any unused 5G authentication vectors
Unused 5G authentication vector shall not be transmitted between SEAFs. 
Once the subscriber identities and security data have been transmitted from an old to a new network entity the old network entity shall delete the data. 
[bookmark: _Toc508885251]6.3.1.3	Distribution of subscriber identities and security data between 5G serving network domains
The transmission of the following subscriber identities and security data is permitted between 5G core network entities of different serving network domains: 
-	SUPI in the clear
-	5G security contexts, as described in clause 6.5, if the security policy of the transmitting 5G serving network domain allows this. 
Unused 5G authentication vectors, or non-current 5G security contexts, shall not be transmitted to a different 5G serving network domain.
[bookmark: _Toc508885252]6.3.1.4	Distribution of subscriber identities and security data between 5G and EPS serving network domains
NOTE 1: 	No direct interworking between 5G networks and network of generations prior to EPS are foreseen. Therefore, only the interaction between 5G and EPS serving network domains is addressed here. 
The transmission of the SUPI in the clear is permitted between 5G and EPS core network entities if it has the form of an IMSI.
The transmission of any unmodified 5G security contexts to a EPS core network entity is not permitted. Details of security context transfer between EPS and 5G core network entities can be found in clause 9.
[bookmark: _Hlk514858439]The transmission of any unused 5G authentication vectors to a EPS core network entity is not permitted. The transmission of any unused EPS authentication vectors to a 5G core network entity is not permitted. If SEAF receives any unused authentication vectors (e.g. in mobility scenarios from legacy MME) they shall be dropped without any processing.

NOTE 2: 	The rules above differ from the corresponding rules in 3GPP TS 33.401, clause 6.1.6: The latter allows forwarding of UMTS authentication vectors from an SGSN to an MME and back to the same SGSN under certain conditions. But this feature goes against a strict security separation of EPS and 5G domains. As its performance advantage is questionable it was not copied into 5G.
NOTE 3: 	Security context mapping between EPS and 5G serving networks is allowed, according to clause 8.
**** NEXT CHANGE ****
[bookmark: _Toc505941476][bookmark: _Toc508290148][bookmark: _Hlk509578205]6.8.1.1.1	Transition from RM-REGISTERED to RM-DEREGISTERED
There are different reasons for transition to the RM-DEREGISTERED state. If a NAS messages leads to state transition to RM-DEREGISTERED, it shall be security protected by the current 5G NAS security context (mapped or native), if such exists in the UE or the AMF.
NOTE:	The present document only considers the states RM-DEREGISTERED and RM REGISTERED and transitions between these two states. Other specifications define additional RM states (see, e.g. 5GMM states in TS 24.501 [35]). 
On transitioning to RM-DEREGISTERED, the UE and AMF shall do the following:
1.	If they have a full non-current native 5G NAS security context and a current mapped 5G NAS security context, then they shall make the non-current native 5G NAS security context the current one.
2.	They shall delete any mapped or partial 5G NAS security contexts they hold.
Handling of the remaining security parameters authentication data for each of these cases are given below: 
1.	Registration reject: All remaining security parameters authentication data shall be removed from the UE and AMF
2.	Deregistration:
a.	UE-initiated
i.	If the reason is switch off then all the remaining security parameters authentication data shall be removed from the UE and AMF with the exception of:
-	 the current native 5G NAS security context (as in clause 6.1.1), which should remain stored in the AMF and UE, and.
-	any unused authentication vector, which may remain stored in the AMF.
ii.	If the reason is not switch off then AMF and UE shall keep all the remaining security parameters authentication data. 
b.	AMF-initiated
i.	Explicit: all the remaining security parameters authentication data shall be kept in the UE and AMF if the detach type is re-registration.
ii.	Implicit: all the remaining security parameters authentication data shall be kept in the UE and AMF. 
c.	UDM/ARPF-initiated: If the message is "subscription withdrawn" then all the remaining security parameters authentication data shall be removed from the UE and AMF.
3.	Registration reject: There are various reasons for Registration reject. The action to be taken shall be as given in TS 24.501 [35].
Storage of the full native 5G NAS security context, excluding the UE security capabilities and the keys KNASint and KNASenc, in the UE when the UE transitions to RM-DEREGISTERED state is done as follows: 
a)	If the ME does not have a full native 5G NAS security context in volatile memory, any existing native 5G NAS security context stored on the USIM or in non-volatile memory of the ME shall be marked as invalid. 
b)	If the USIM supports RM parameters storage, then the ME shall store the full native 5G NAS security context parameters on the USIM (except for KNASenc and KNASint), mark the native 5G NAS security context on the USIM as valid, and not keep any native 5G NAS security context in non-volatile ME memory. 
c)	If the USIM does not support RM parameters storage, then the ME shall store the full native 5G NAS security context (except for KNASenc and KNASint) in a non-volatile part of its memory, and mark the native 5G NAS security context in its non-volatile memory as valid.
d) For the case that the AMF or the UE enter RM-DEREGISTERED state without using any of the above procedures, the handling of the remaining security parameters authentication data shall be as specified in TS 24.501 [35].

**** END OF CHANGES ****
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